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Windows Networks Security
Windows network security involves the activities that are carried out in order to protect the integrity and usability of the network and data (Hassan & Hijazi, 2017). The technologies used in the protection of the network security include both hardware and software technologies which ensure that the communication that is done through the network is secure. Most organizations have computers that run on Microsoft Windows operating systems and which are used to communication with one another (Berghel, 2017). The kind of communication that is passed through the computers is one that is only supposed to be used by the members of the organization. This is because most of the information passed is sensitive, and therefore, the organization tries to ensure that there is no leakage of the data to unauthorized persons. This paper will, therefore, focus on the need to protect the windows security, the ways of connecting the computers together while avoiding loss of data and how the principles of the CIA triad can be used in securing the windows network
Techniques used by Organization in Securing their Windows Network
Various techniques can be used by organizations to ensure that their windows networks are not compromised in any way. These include:
Firewall
This is a piece or set of software or hardware that is used to block the access of the computer network by unauthorized persons (Berghel, 2017). The software is installed in the computer server and is used to regulate the access of the windows network. The firewall works in such a way that it denies any access to the windows network from any individual who does not have the required credentials to access the network. The firewall is an effective method of securing the windows network and this has seen it being used by most of the organizations.
Passwords
Passwords are an important aspect when it comes to the issue of network security. They are used to deny access to the windows network by persons who are not allowed to have access to it. Different organizations use different passwords for the protection of their networks. This is done by coming up with unique characters that are only known to the people who are allowed to have access to the network. (Perlman, Kaufman & Speciner, 2016). Organization must update their passwords from time to time in order to strengthen the security of their network. This will prevent the distortion of the communication that is being carried out through the network and this makes the communication to be effective and reliable to the organization (Perlman, Kaufman & Speciner, 2016)
Anti-virus Software
The use of anti-virus software is also another way in which the organizations are able to secure their networks. This is a software that is used to prevent viruses from entering the network and leading to the loss of information and data (Hassan & Hijazi, 2017). The software prevents any form of virus that may be sent to the network from causing serious damage to the network through the corruption of files or the total deletion of the existing information. This is used by most organizations due to the rise in the attacks that have been carried out on computer networks by people who infect computers with viruses (Berghel, 2017). It is also important that the organizations update the software from time to time in order for it to deal effectively with the new viruses that may be formulated.
Ways of Connecting Computers Without Loss of Information
It is important that one connects the computers being used in the organization properly to avoid any alteration or loss of information that is critical to the organization. In doing so, it is critical to ensure that all the information has been backed up before the computers can be connected (Routson, Weissman & Mata, 2016). This will ensure that all the information is safe and secure and that it can be retrieved at any particular time that it is needed.
Another way is to make sure that the network used in connecting the computers is strong and reliable and not that which can easily crash. This will involve identifying the best network that can sustain the demands of the organization (Routson, Weissman & Mata, 2016). This will make sure that the network is able to operate fully at all times and that it does not crush leading to the loss of information. Other computer networks may not be compatible and this may lead to the alteration or distortion of the information. Organizations, therefore, need to identify the networks that can be compatible while in the process of connecting the computers which will ensure that the information will be visible to all the connected computer. As Berghel (2017) states, this will go a long way in protecting the information of the organization from getting lost or being altered in any form.
Principles of the CIA Triad
The CIA principles are the critical requirements that are fundamental when it comes to securing a computer network. This involves the confidentiality, integrity and availability of the information that is stored and passed through the windows network. The three principles can be used in securing the network in different ways.
Confidentiality
The confidentiality aspect deals with the issue of ensuring that the information passed through the network is only available to the selected people (Aminzade, 2018). This ensures that not everybody is able to access the network and thus gain access to sensitive and confidential information. The organization is, therefore, able to apply this principle by ensuring that it formulate ways and methods of protecting the windows network in order to safeguard the confidentiality of their information (Aminzade, 2018). This will prevent the loss of information and thus the organization will also be secure.
Integrity
This principle deals with assuring that the information and programs that are in the network are reliable and have not been in any way altered to serve particular interests (Aminzade, 2018). Organizations have to ensure that the information that they pass through the windows network is secure and reliable and which can be consumed by relevant stakeholders. The changes that need to be made also need to be done in a manner that is acceptable to all stakeholders of the organization. Therefore, the principle is used to secure the network by ensuring that there is transparency in the passing and alteration of programs and information that is being relied upon by most of the people in the organization (Berghel, 2017).
Availability
The third principle focuses on the availability of the information that is contained in the computer network (Aminzade, 2018). Organizations need to access information from time to time, and thus, it is important that the information is available at all times. The necessity of having the information available, therefore makes the organizations to devise ways that will secure the system and ensure that the information in the networks can be reached. This is very important as the organization relies on the information in carrying out some of their activities and this forces them to ensure that the windows network is safe and secure (Aminzade, 2018).
Conclusion
The protection of information that is passed through the windows security is important for any organization that seeks to develop and also avoid suffering losses due to loss of information. There have been several techniques that have been used in securing the windows networks and this needs to be improved more. The constant attacks that computer networks have faced over the last few years have necessitated organizations to upgrade the security of their windows in order not to fall victims of these attacks (Berghel, 2017). The use of tools such as firewalls and antiviruses need to be encouraged in the organizations to save and protect their computer networks. This will protect the organizations from suffering huge loses that may affect their operations.


[bookmark: _GoBack]Reference
Aminzade, M. (2018). Confidentiality, integrity and availability–finding a balanced IT framework. Network Security, 2018(5), 9-11.
Berghel, H. (2017). A Quick Take on Windows Security Evolution. Computer, 50(5), 120-124.
Hassan, N. A., & Hijazi, R. (2017). Windows security. In Digital privacy and security using Windows (pp. 103-122). Apress, Berkeley, CA.
Perlman, R., Kaufman, C., & Speciner, M. (2016). Network security: private communication in a public world. Pearson Education India.
Routson, N. K., Weissman, M., & Mata, A. S. (2016). U.S. Patent No. 9,324,087. Washington, DC: U.S. Patent and Trademark Office.
